
TridiumTalk
Cyber security: Why it matters

Niagara best practices
1. DO NOT connect stations directly to the Internet

• Don’t end up on Shodan (or the front page of the paper)
• For remote access, use a VPN solution

2. Niagara 4: Use “secure by default” 
configurations

3. Don’t use default credentials for 
station or platform  

4. Work closely with IT departments
5. Don’t forget about physical security
6. Keep up with Niagara security 

patches
7. Read our security manuals! 
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